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with The Raiser’s
Edge

A Non-Technical Guide

F

Bill Connors, crre
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In summary, there are
serious concerns about
security: everyone has too
many rights. You need to
start all over with security.

THE MOST COMMON START TO EVERY
RAISER’S EDGE AUDIT REPORT | CONDUCT
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The #1 responsibility of the
database manager is Security. O

Nothing is more important than
protecting this data asset and
constituents’ private information.

The DBM needs to learn the <]
web view to set up web view
Security correctly.
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Setting up Security correctly
requires the combined efforts of
those with technical knowledge

and fundraising management.
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Raiser’s Edge NXT (correct) Terminology

S Raiser's Edge NXT -

W

Database View
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Components to Raiser’s Edge Security

1. Security procedures external to Raiser’s Edge
- Password and data storage and sharing methods
- Staff training on security awareness and practices

« Procedures and enforcement

2. Security options provided by Blackbaud and Raiser’s Edge

This session is about #2.
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Locations Where
Security Needs to be
Set Up



Azure or Not Azure

Security works differently based on where Blackbaud hosts
your data

Azure: Not Azure:

www.login2.blackbaudhosting.com

Welcome to Blackbaud Hosting Services

Install Workspace fanzvond | I]

Crystal Reports

Open database view

Regional settings

Hosted files

Open database view

Database options
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Azure or Not Azure

Azure:

Blackbaud.com

l

Multi-Factor Authentication

!

Web view
l Install Workspace
Database view Crystal Reports

Open database view

Regional settings

Hosted files

Database options

Not Azure:
(RE 7 in Hosting also)

Blackbaud.com Login2.blackbaudhosting.com
Multi-Factor Authentication Blackbaud Hosting
i . / Welycome to Blackbaud Hosting Services
Web view _
| ot i e

a s ® @

bt environment

| Connors, CFRE - Bill g
Open database view

Database view

blackbaud
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Blackbaud and Raiser’s Edge NXT Security

Blackbaud.com Raiser’s Edge Blackbaud Raiser’s Edge
web view Hosting database view
(for some)

User account €2 User account €+ User account _+= User account
Applies to all « Roles - Group - Group
Blackbaud «  Online Express
products Security and
Single Sign-On Assignments
Multi-Factor

authentication
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Blackbaud.com account — Admin

@ Blackbaud X {+
< O & https://host.nxt.blackbaud.com/admin-console/?leid=p-18LYpXulpOageBBtwholaA prd S [ & £ ¥= e)

Admin Home Users and admins =~ Authentication Settings ¥

Bill Connors, CFRE

Users and Admlns for Bill Connors, CFRE

4 users
© Add admin @ Columns Find in this list Q Active and invitation sent ¥
User summary « Email address Status Admin status
s Bill Connors bill@billconnors.com Active Admin
- h ~ Active
- ~ Active
- | G w Active
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Blackbaud ID

Set up two-step authentication

B I a C k ba u d CO m a CCO u nt - Se r ey Blackba 1 -y Arne ot parodatly a2 bl
[ to your Blackbaud ID - every time or periodically - with a mobile

app or text message. How would you like to sign in?

0 &)

Raiser's Edge NXT Home Fundraising ¥ Marketing ~ Events Lists » Analysis *  Tools »
Use mobile authenticator Use text messages
Blackbaud ID Recelive tokens in an application Receive tokens as SMS/text
) ) on your mobile device. messages to your mobile
blll@blllconnors Com phone. Standard messaging
) rates apply.
Blackbaud ID email address
Cancel
Bill Connors & Edit name Blackbaud 1D
- Set up two-step authentication
bill@billconnors.com & Edit BBID email address

g Mobile authenticator

Password & Edit password ) ) _ ) _ o
With a mobile authenticator, you'll receive one-time verification
codes to confirm your identity when you sign in to your
Blackbaud ID, even if your device is off-line or with poor service.

Two-step authentication

P + Enabled Turn off New recovery code To get started, download and install one of these apps on your

personal device.

. . ® Google authenticator
FTP information View FTP information

ﬂ Microsoft authenticator
Auth0 Guardian

Learn more

Back
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Raiser's Edge NXT Home Events Lists ¥  Analysis v ols v Control panel v

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment

Security for Bill Connors, CFRE

m foles 18

[ ] [ ]
4 users
M Columns | Find in this list Q Active and invitation sent ¥

Name = Email Status Marketing Analysis Events Fundraising Tools Settings Raiser's Edge NXT account
== ) Bill Connors bill@billconnors.com Active Full access Full access Full access Full access Full access Full access Bill Connors
- ORISR e e Active Full access Fullaccess  Fullaccess  Full access Fullaccess  Fullaccess  CImmmnm
- G L ) Active All Rights All Rights All Rights L ]
- G [ Active All Marketing Rights All Rights All Rights All Rights All Rights All Rights T

Edit Fundraising role: All FR Rights Access to 31 of 32 permissions Manage roles for Bill Connors

Role name * Description Copy role
All Fundraising Rights - Security

Analyze tasks Access to 9 of 9 permissions Show permissions

Make admin
Access all analyze tabs

Attachment tasks Access to 9 of 9 permissions Show permissions Raiser's Edge NXT ¥ Make solution admin & 6 roles
Manage all attachments Manage appeal attachments Manage campaign attachments Analysis 4 Events v Fndiating -
Manage fund attachments

Lists tasks Access to 4 of 4 permissions Show permissions Full access Full access Full access
Access alllists Export lists

Opportunities tasks Access to 3 of 3 permissions Show permissions
Access all opportunities lists

Receipt management tasks Access to 0 of 1 permissions Show permissions . .

) Marketing v Settings v Tools v
Manage receipts
Work tasks Accessto 6 of 6 permissions Hide permissions Full access Full access Full access
Access all tabs Access other's portfolios Export work
Work permissions
View
Portfolio v
Gifts ” Security groups
Actions v Bill Connors
Unassigned v Security groups  Edit
Supervisor users
Allow
4 Back
Change fundraiser v 2%
Export v

Save [ecBINd]

Cancel
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Database View (and RE 7) Security

Administration  +Security - Sample Data

| System Statistics
F | | & Security
Globally Add - ~RDataEnty Jenny David Tsing
| Records Artington
Globally oG Volunteer
Hmﬂso‘mge %ﬁ&!: T Fundraisers X ‘ David Tsing X |
I e File Edit Group Help File Edit User Help
Globally Delete - &, Bonnie Smith
| Records @, Dana Hemandez BsavesndCose- |l X[ ¢ » [H] 2~ | | Osavesndcione - | X | ¢ [+ || 2~ |
| Globally Wrte OFf - @, David Tsing Group name: [Fundraisers User nome: [SRATEROIIIIIIIII  Consituent name: [David Tong A
Pledges - &, Emilie Katsuhara Description: |[Fundraisers Description: [Directod of Development Outlook user: |
| o) - @\ GinaWashington ~ Group Prvi G b i Connection Opti
Convert HEC'UES % : roup Privileges roup Members - Assigi *s L Oplions
To Recuning - @ Jennifer Mendez ] Records FliEs ] Membes: it Members: :"‘s e e e o B o
| Gifts - @ Jenny Arington 4 Query ooy g —— Not a member of- Menber of
a- : : : i DiaEry Basewort SR
Post to General % Kllsljl Graham ] Reports Jelnnlfer Mendez i
s - @, Rob Miler O] Mai Kiaty Groham Coreen R
P m— - @ Supervisor E zf:;ng [ > | I™ Uger can change password
Constituent [] Administration E ﬁj [T Accountis jocked out
] Configuration
e ] Code Tables :J( < ™ Windows Auhentcation
|8 J [] Personal Information —J _(__<J Login: Iﬂ
| Metge ] 5_ecurily b_.v Constituency L
l_‘ M ' E 5:::;1?22;}:;;“;: Type I lom User Qpt
[*m Lm”d ] Membership Scanning v Set This User's Dptions... |
i‘ -
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oo
(=]=)

APPS

Blackbaud Hosting Security ~~ [

Blackbaud Crystal Reports - RE Files The Raisers Edge - 796 User Administration - RE7

File Help

Name Type
82 50614-REAd... Security Group...
& 39614-RESec... Security Group...
#2 59614-REUsers Security Group...
2 50614REUser! User
2, Bill Connors  User
& Jeff Teator User
2 UWrenn User

Description

| General | Members | Member Of | Managed By |

MemberOf | Disin | Envionment | Sessions Mewbers:

Remote control | Remote Desktop Services Profle | COM=+ Name Active Directory Domain Services Folder
General | Address | Account | Profie | Telephones | Organization ‘ Jeff Teator blackbaudhost.com./Organization - BO3/59614/ ..
ek g e 2 Liwrenn blackbaudhost.com/Organization - BO3/59614/...
[Bacormors |[@blackbauchost com v]
User logon name (pre-Windows 2000):
[BLACKBAUDHOST\ | [BilConnors| |
| LogonHous.. | [ LogOnTo.. |
[[] Unlock account
Accourt options:

[+#] User must change password at next logon A

["] User cannot change password D

[[] Password never expires

[ Store using i ion v

Account expires

® Never

OBEwof: [ Satuday . Ociober 32020 ]

0K | [ Cancel |[ sy |[ Heb |
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Database View and
Web View Security
Interaction



Database View and Web View Security Interaction

Functionality
only in
Web view

= Lists
= Work Center
= Reporting

Fundraisers
B s

X
p
L IKN
; .
| Oplions ||| M NotM,
Gina W
e Me -
¥ sy Gi
. 7| I N I [ e S S
) i s —
fodenie e e
<) e
I «| o
= &
: =i
fembership Scanning

== Controlled by Database View Security Controlled by Web View Security

o
Dt
=y
ES by
Qe
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Exceptions to the Principle for Both Views

1. View and Add/Edit Events

2. View and Add/Edit event Participants

3. Data health tasks (Address Finder, Duplicate management)

Keep in mind that in some cases there are similar but different
tools. Each view’s tool is managed by that view’s Security (e.g.,
online donation and registration forms, reports/dashboards).
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Tips for Setting Up -
> Security il



Three Criteria for Security Rights

1. Training
2. Role
3. Aptitude

Takeaway: if you need a security group with only one user,
created just for that user, that’s entirely fine, even if all or most of
your security groups only have one user in each of them
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My Four Rules of Thumb

1. If in doubt with data entry rights (e.g., add, edit, delete),
do not give the rights

2. If in doubt with data view rights (e.g., lists, reports),
give the rights (be more cautious with export rights)

3. If you make a mistake: It’s easier to apologize and give rights
than to have to revoke rights improperly used

4. Communicate, communicate, communicate
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Tips on Database View Security Groups

S X 1. Create a group with only one
user in mind at a time

2. If they're the only user in the

= ><‘
’ L[]
\%' Py grOUp’ that S flne!
View Edit DeietP_:

G senamiyrun |2 G5 CeT—
Watch scroll bars

[ Actions (Constituent) : i e T ;
embership Scanni E Jobs mw'

Memberships \ Alias
Campaigns ddress

[ Funds Phone
% é::i::s Addressee/Saluta
— Solicitor Detail : °
il oo Watch Miscellaneous Options!
% :a:!:icipa[':ls [E\,;e]nts] Relationships - Organizat... M M M
clions (Appeals
[+ Planned Gifts Mizcellaneous Constituents Gptions/
2 : Watch all Record Types
) Pk

(o] oo | 6. Be methodical and meticulous
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Tips on Database View User Accounts

File Edit User Help

- 1. No generic user accounts other than

Supervisor (no “Volunteer” or “Temp”)

Use First Name, space, Last Name

Link to the constituent record

One group only!

| 8/25/2020

come—f: 5. Former users: zz at beginning of name,
no groups, change and forget password

Group Assignments
" Supervisor rights
Mot a member of:
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A user should be in only one O
database view security group.

If a security group only has one

user, that is okay. <]
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Tips on Database View User Accounts

If you’re not hosted in Azure, do not use Windows Authentication
in order to force a form of multi-factor authentication

David Tsing X ‘

N Ot Azu re: File Edit User Help
BSaveandElo’se'|EX|i b‘—"ﬂ|?' ‘
User name: [Diavid Tsing |  Constituent name: [David Tsing Y

umi A0 0 MR PR U .
Description: |Dilectur| of Development Outlook user: I blackbaud’
Welcome to Blackbaud Hosting Services i e ion Opt
- Group Assignments - Connection Options—————————————— : ; ®
H " Supervisorrights ' Selected group rights W BE7 Authentication The Ralser S Edge
Not a member of: Member of:

[

Install Workspace I Data Entry

e Cot
[~ User can change password
out

User name: |Bill Connors
d:

Crystal Reports
Can't Login? Click here > |

Citrix Online Plugin Download » | I Account s locked

Open database view

ﬂ [~ Windows Authentication

ﬂ Login: ‘nl

Regional settings

bt environment
Open database view Set This User's Options... I

| 8/24/2020

| Connors, CFRE - Bill g
Hosted files

Database options
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Online Express Security

If your organization uses Online Express in the database view for
online donation forms, online event registration forms, or mass

emails, that security is managed in Online Express itself.

Options Select the security groups that can use Online Express. To access the festure, Options Ti i allow you to control which users may process certain

users must be in one of the groups you select or have Supervisor rights. transactions. se these options to s pecufyﬁlte(sbasedonRause(sEdgeseunty
O General O General groups, including how to manage any unassigned transacti

© Email mapping © Email mapping

e wring selectall select none © Phone mapping T ion Type to manage:

© Form Security i © Form Security [Donations | I Enable Assignments

© Addressee/Salutation S Ei:‘::ia‘ Growp © Addressee/Salutation Filters and Properties for: Donations

© 0pt-Out Sync v Jayne I Group © Opt-Out Sync D Posoranat e | = s ‘ jon Propeties ‘

© Consent Tracking v Jessica T Group © Consent Tracking Ston 7€ loed Fiiet € Bl Soculi B

e Event mapping v Juhn_u- Group e Event mapping tep 1: Select Raiser's Edge Security Group

v Kaarirr@raivem - Group Security Gi 3 -

© Currency Configuration [ Karlaeuibwst: - Group © Currency Configurati urity Group: I =1

© Constituents [ Kathy ‘e - Group © Constituents Step 2: Select the type of filter to apply

© Constituent Matching g ;I:'babee -Gf:;::p © Constituent Matching ( Filter Type: | =1 ‘
© Security ~Step 3 Select the citeia fot the fier

© Transaction Assignments Criteria:

: P Add X Remove 94 Clear All Fiters

Filter Type Criteria Security Group Enabled

About 0K Canoela About 0K Canoela
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Difference Between

Database View Security Groups and
Web View Security Roles

Fundraisers X ‘
File Edit Group Help

[AsaveandClose ~| [l 2¢ | 4 "B-'|?' I

Group name:

Description: |Fundraisels

 Group Members
Options Members: Not Members:

- Group Privileges

Dana Hernandez

[ Queny

[ Export Gina.Washinglun
[ Repoits Je.nnlfer Mendez
[ Mail Kristy Graham

[] Batch

[ ] Mapping

L] Administration

[[] Configuration

[] Code Tables

[[] Personal Information

] Security by Constituency
[7] Gift Security by Fund

[[] Motepad Security by Type
] Membership Scanning v

2l [¥lv

8/24/2020

Raiser's Edge NXT Home

Fundraising ¥

Marketing ¥

Events Lists v

Analysis ¥ Tools ¥ Control panel ¥

ors, CFRE - Bill Connors CFRE Environment 1 Test environment

Security for Bill Connors, CFRE

Users 4 Roles 14

Security

Applications

Settings

Raiser's Edge NXT roles

Analysis roles

©

Rob

View/Add/Edit Rights,/no Delete

All Rights

Fundraising roles

©

blackbaud

All FR Rights

Ayelet

Jennifer

Marie

All Rights

Show inactive ro|

»
«

Fields and tables

I 4

Events roles

Show inactive roles

Show inactive roles

Show inactive roles

All Marketing ‘ghts

Tools roles ‘
© Show inactive roles
Rob
All Rights
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Tips on Web View Roles

Each user in one database view group, but likely multiple
web view roles

1. Be thoughtful with the Fundraising roles and use the same
approach as with database view security groups

2. Other roles, because they have so few permissions, might
be fine to be more generic with multiple users
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Tips on Web View Roles

Edit Fundraising role: All FR Rights Access to 20 of 32 permissions

Role name * Description Copy role

All FR Rights v

1. Pay attention to permissions,
not just tasks

Analyze tasks Access to 9 of 9 permissions Show permissions

Access all analyze tabs

Attachment tasks Access to 0 of 9 permissions

Show permissions

Manage all attachments Manage appeal attachments Manage campaign attachments

Manage fund attachments

- | 2. In the Fundraising role,
pay special attention to
Attachments and Export!

Work permissions

Access all lists

Export lists

Opportunities tasks Access to 3 of 3 permissions

Access all opportunities lists

Receipt management tasks Access to 0 of 1 permissions Show permissions

View
Portfolio v
Gifts v
Actions v
Unassigned v

Allow

Export
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Tips on Web View Users

1. If the user already has an account
in the database view Security,
Link to existing user!

Secuu

2. Go back and check your database
view Security for duplicate
accounts and fix them

3. | recommend always starting in
database view and linking
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A Final Word: Admin rights

1. There should only be one active user account with
Admin and Supervisor rights: the database manager

2. There should be one backup account in case of the
absence of the database manager

- With the web view, tied to a generic email account
3. This is true of both views

No one else should have all rights.
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The #1 responsibility of the
database manager is Security. O

Nothing is more important than
protecting this data asset and
constituents’ private information.

The DBM needs to learn the <]
web view to set up web view
Security correctly.
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Checklists for Adding and Inactivating Users

An updated list from my book of common tasks when
users come and go can be found on

the Resources page at

billconnors.com
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Let’s Connect!

Bill Connors, CFRE, bCRE-Pro
bill@billconnors.com
415.861.5454

billconnors.com
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