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https://www.zdnet.com/article/billions-of-records-have-been-hacked-already-make-cybersecurity-a-priority-of-risk-disaster-warns-analyst/



https://www.zdnet.com/article/hacked-companies-had-backup-plans-but-didnt-print-them-out-why-cybersecurity-still-isnt-being-taken-seriously/

March 30, the day of the second webinar:

https://www.washingtonpost.com/opinions/ransomware-attacks-are-crippling-cities-schools-and-hospitals-congress-can-help/2021/03/30/7ad9d248-90cc-11eb-
bb49-5cb2a95f4cec_story.html



Recap of Webinars 1 and 2



Four Legs of the Chair of Raiser’s Edge Security
Webinar 1 Webinars 2 and 3 (today)

#1: Blackbaud Technology

#2: Your Culture of Security #4: Users’ use of Raiser’s Edge

#3: Raiser’s Edge Security Setup



Recap of What We’ve Covered

1. Who is responsible for security (DBM!)

2. Why security is important (external and internal threats!)

3. What Blackbaud does to protect your data (leg 1)

4. How to create a culture of security among your users (leg 2, the people part)



Recap of What We’ve Covered

5. How to tell what environment you’re in (Azure, “Not Azure,” etc.)

6. Locations where security needs to be set up based on your environment

7. How database view and web view security interact

8. General tips for setting up RE 7/RE NXT database view security
• Groups (e.g., groups configured for only one specific user are fine)

• Users (e.g., a user should be in one group only)

9. General tips for setting up RE NXT web view security
• Roles

• Users



Terminology

The Raiser’s Edge version 7

“Raiser’s Edge”

“Raiser’s Edge” ≠
• The Raiser’s Edge version 7
• The database view

“Raiser’s Edge NXT” ≠
• The web view

“Raiser’s Edge” =
both versions & both views, so 
be specific when needed



Three Criteria for Security Rights

1.Training
2.Role
3.Aptitude



Database View and Web View Security Interaction

Functionality in 
Database view

Only in database view:
▪Query
▪ Export
▪Gift adjustments
▪Global changes
▪Gift Aid claims (UK)

Functionality 
in Web view

Only in web view:
▪ Lists
▪Work Center
▪ Reporting

Functionality 
in both views

▪ Add a constituent
▪ Add and edit actions
▪ Add and edit notes
▪ Assign fundraisers
▪ Add and edit gifts

Controlled by Database View Security Controlled by Web View Security



Detailed Security Tips for
Raiser’s Edge version 7

& Raiser’s Edge NXT database view



Database View (and RE 7) Security



Tips on Database View Security Groups
1. Create a group with only one user in mind 

at a time

2. If they’re the only user in the group, that’s 
fine!

3. Watch scroll bars

4. Watch Miscellaneous Options!

5. Watch all Record Types

6. Be methodical and meticulous



Types of RE Users in the Modern Fundraising Operation

In the modern fundraising shop, Security is 
set up to both:

1. Protect the data in the database from 
both external and internal threats for 
the benefit of the constituents and the 
institution, and

2. Empower modern technology users to 
enable to do their jobs accurately, 
efficiently, and effectively.

Protect the 
Data

Empower 
Users

User 
Effectiveness

User 
Efficiency

Asset of the 
Institution

Ethically for 
Constituents



Types of RE Users in the Modern Fundraising Operation
1. Database managers (Supervisor/Admin rights)

• AKA Database administrator, but I like “manager” more!

2. Gift processors

3. “Power Users”

4. “Fundraisers”: broadly defined, includes fundraising management 
and leadership

5. Those outside the fundraising department: executive management, 
IT, Finance



Types of RE Users in the Modern Fundraising Operation

Database 
team

Power 
users

Everyone 
else

Database 
team

Everyone 
else

Traditional Thinking Better Thinking



Records – Constituents 



Records – Constituents 



Records – Gifts



Records – Actions



Records – Campaigns, Funds and Appeals



Records – Events



Records – Planned Gifts



Query and Export



Reports



Mail



Batch



Administration

Remember the previous warnings: in many cases, Blackbaud cannot restore RE NXT backups
to your live, production environment.



Configuration



Code Tables



Personal Information



Security “by”



Remaining Privileges



Detailed Security Tips for
Raiser’s Edge NXT Web View



Web View Security



Web View User



Tips on Web View Roles

Pay attention to detailed 
permissions, not just summary tasks

To have “Manage” rights to a task 
gives the user full View, Add, Edit 
and Delete rights



Analysis

Tips:

• No rights are needed to view the custom dashboards under the Fundraising menu; most users should 
not have a role here.

• To Add/Edit Insights requires Insight Designer at an additional cost; purchased inside the software.



Events



Fundraising 

Gift management = DB view Batch



Fundraising – Analyze

Tips:

• “Analyze tasks” in the Fundraising role 
refer to the “canned” reports in Reporting

• The Opportunities report is handled under 
Opportunities tasks



Fundraising – Attachments 

Tips:

• Attachments in the web view are not written back to the database view:  
https://kb.blackbaud.com/knowledgebase/articles/Article/96782

• See webinar #1 discussion regarding considerations about RE NXT backup restores

• Constituent attachments are controlled with Media permissions in the database view security

https://kb.blackbaud.com/knowledgebase/articles/Article/96782


Fundraising – Lists 

Tips:

• Opportunities lists permissions are handled under Fundraising – Opportunities 



Fundraising – Lists 

Tips:

• Opportunities lists permissions are handled under Fundraising – Opportunities 

• I strongly recommend against giving permission to Export



Fundraising – Opportunities

Tip:

• Access to opportunity records is controlled by Proposals 
privileges in database view security (in Records, Constituents)



Fundraising – Receipt Management



Fundraising – Work 

Again, I strongly recommend against giving 
permission to Export



Marketing



Settings



Tools



Web View User



Tips on Web View Users

1. I recommend always starting in the database 
view Security with the user’s group and 
account

2. Here in the web view, since the user already 
has an account in the database view,
Link to existing user!

Reminder: check your database view Security 
for duplicate accounts and fix them



Web View Admins

1. Solution admin

2. Environment admin

3. Organization admin

See KB 192031
and the link to
help inside that



The #1 responsibility of the database 
manager is Security.

Nothing is more important than protecting 
this data asset and constituents’ private 

information…

from external and internal threats.



Checklists for Adding and Inactivating Users

An updated list from my book of common tasks when 
users come and go can be found on the Resources page at:

billconnors.com

Also on this page:

• Raiser’s Edge terminology whitepaper

• All webinar slides

• Links to watch all webinars



Let’s Connect!
Bill Connors, CFRE, bCRE-Pro

bill@billconnors.com

415.861.5454

billconnors.com
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