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More data records have been compromised in 2020 alone than in the past 15 years combined, in

e~ what is described as a mounting "data breach crisis" in the latest study from analysis firm Canalys.
9:54 g% (d & Q N =+l 100% 10

é Over the past 12 months, 31 billion data records have been compromised, found Canalys. This is

up 171% from the previous year, and constitutes well over half of the 55 billion data records that

Cases of ransomware — a specific type of attack that encrypts servers and data to block access to
MUST READ ALGORITHMS WILL SOON BE IN CHARGE OF HIRING

a computer system until a sum of money is paid — have been on the rise, with the number of
AND FIRING. NOT EVERYONE THINKS THIS IS A GOOD IDEA

reported incidents up 60% compared to 2019.

SECURITY

B""Ons of records have been "Prioritize cybersecurity and invest in broadening protection,
hacked already. Make cybersecurity
a priority or risk disaster, warns

Microsoft: Firmware
attacks are on the rise and
chief analyst Matthew Ball. you aren't worrying about
them anntrch

detection and response measures or face disaster," said Canalys

analyst
Reported breaches and records lost J
: : R L R [
A new report warns against relegating e e o)
cybersecurity to the bottom of the to-do list. 350 w=Breaches o JEES
300 - ——Records lost - 30
250 - @Average records lost L 25
5 . (million)
a By Daphne Leprince-Ringuet | March 29, 2021 -- 13:54 GMT = ™ | -
(06:54 PDT) | Topic: Security 150 4 ‘ 15
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https://www.zdnet.com/article/billions-of-records-have-been-hacked-already-make-cybersecurity-a-priority-of-risk-disaster-warns-analyst/ More data records have been compromised in 2020 alone than in the past 15 years combined.
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March 30, the day of the second webinar:

The lllashmatou 1]Just

Demo y Dies in Darkne

The Post's View

Opinion: Ransomware attacks are crippling cities, schools
and hospitals. Congress can help.

Data breach alert o j

https://www.washingtonpost.com/opinions/ransomware-attacks-are-crippling-cities-schools-and-hospitals-congress-can-help/2021/03/30/7ad9d248-90cc-11eb-
bb49-5ch2a95f4cec_story.html

A security incident was reported for open.spotify.com. Over P

300,000 gpotify Accountsréompromissd in Féredential— ey} Rogiuter:

Stuffing Attack The database contained over 72 GB of data, ' @

such as verified Spotify account usernames, passwords, And that S yet another U K educat Ion

email addresses, country of residence. CHECK IF YOU WERE

AFFECTED body under attack from ransomware:

Read more here Servers, email, phones yanked offline
1 hour ann

Protect yourself

Hacked companies had backup plans. But
they didn't print them out before the attack.

New NCSC chief says businesses need to take cybersecurity more seriously.

https://www.zdnet.com/article/hacked-companies-had-backup-plans-but-didnt-print-them-out-why-cybersecurity-still-isnt-being-taken-seriously/
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Recap of Web



Four Legs of the Chair of Raiser’s Edge Security

Webinar 1 Webinars 2 and 3 (today)

#1: Blackbaud Technology #3: Raiser’s Edge Security Setup

#2: Your Culture of Security #4: Users’ use of Raiser’s Edge

\S Bill Connors CFRE
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Recap of What We've Covered

1. Who is responsible for security (DBM!)
2. Why security is important (external and internal threats!)
3. What Blackbaud does to protect your data (leg 1)

4. How to create a culture of security among your users (leg 2, the people part)

Summary: To create a culture of security, every
organization needs a...

1. Creative person in charge of creating a culture of security and a team of helpers
2. BYOD policy for use of smartphones and personal computers

3. Password creation, storage, and sharing policy and education

+  And should consider a password manager/password vault solution
Multi-factor authentication policy

Constituent data export, transfer, and storage policy

Social engineering education and testing program

Crisis management plan

L L

And Executive involvement, education, and buy-in

A3 Bil Connors (FRE
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Recap of What We've Covered

5. How to tell what environment you’re in (Azure, “Not Azure,” etc.)
6. Locations where security needs to be set up based on your environment
7. How database view and web view security interact

8. General tips for setting up RE 7/RE NXT database view security

- Groups (e.g., groups configured for only one specific user are fine)

- Users (e.g., a user should be in one group only)
Blackbaud and Raiser’s Edge NXT Security

. . . . Blackbaud.com Raiser’s Edge Blackbaud Hosting Raiser’s Edge
9. General tips for setting up RE NXT web view security weoview  forsomel " daabseview
» Useraccoun t €72 User account & User accoun t ™ User account
° ROleS - Applies to all +  Roles +  Group - Group
Blackbaud »  Online Express
products Security and
- Single Sign-On Assignments
° U Se rS . ulti-Factor
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“Raiser’s Edge” = “Raiser’s Edge” #
both versions & both views, so * The Raiser’s Edge version 7

. be specific when needed e The datab '
TermanlOgy e database view

“Raiser’s Edge NXT” #

”Ra|ser’5 Edge” * The web view

A

! - )
The Raiser’s Edge version 7 Raiser's Edge NXT _
W b d
Database View
M S—
| R %
gn:- ere:r Q] Recuring Gifts Mssed. _I:::mmmm

wdaBoeh 23 Constent Recds

# Cresteanensht
1 orF Tranng Exancle

eports
] Acton Sumary for Supervisor
] At Menbers (rames i)
] e stats Report

=
r
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Three Criteria for Security Rights

1.Training
2.Role
3.Aptitude
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Database View and Web View Security Interaction

Functionality

- in Web view
Functionality

in both views

* Add a constituent Only in web view:
= Add and edit actions = Lists
= Add and edit notes = Work Center

= Assign fundraisers = Reporting
* Add and edit gifts

uuuuuuuuuu

Controlled by Database View Security Controlled by Web View Security =
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Detailed Security Tips for
Raiser’s Edge version 7
& Raiser’s Edge NXT database view
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Database View (and RE 7) Security

Administration

+ Security - Sample Data

Administration ‘ @m New Group (?\x New Windows Group @, New User <) Open ¢ Delete....

System Statistics
Import

Globally Add
Records

Globally Change
Records

Globally Delete
Records

Globally Write Off
Pledges

Convert Pledges
To Recuming
Gifts

Post to General
Ledger
Duplicate
Constituent

Management
Tool

Merge
Constituents

Drop Lapsed
Members

2
Queue

(& Security

B\ Groups

- -9\ Data Entry
BEN -
A\ Volunteers
i@ Users
-~ &, Bonnie Smith
- @, Dana Hemandez
- @, David Tsing
-~ @, Emilie Katsuhara
- @, Gina'Washington
- @, Jennifer Mendez
- &, Jenny Arington
- @, Kristy Graham
i@, Rab Miller
i @ Supervisor

N

Q

Jenny David Tsing
Arrington
Fundraisers X ‘ David Tsing bt |
File Edit Group Help Eile Edit User Help
ASaveandClose ~ | [l 2¢ ¢ » || 2 - (AsaveandClose - | [l X | 4 » |+ &
Group name: [FUndraisers User name: [David Tsing Constituent name: [David Tsing Al
Description: |Fundraisas Descriplion: |Difﬂ=|04 of Development
Group Privileges Group Members Group Assignmerits Conrection Oplions
Records ~ I Members: Not Members: S 2 e
Query David Tsing Dana Herandez ;l-'ol S;m ;-d‘lls * Selscted gioup rights W BE7 Authentication
Jenny Arington Gina YWashington . Password: |Messssmi
fenrifer Mand Diata Entry —
Repotts ennifer Mendez ¥
] Mail Kristy Graham ohanteers Confirmy I=
[ Batch > I™ User can change password
[[] Mapping » >
[[] Administration » =
] Configuration < L
] Code Tables « < I Windows Authentication
] Personal Information - o Lo
o I R\I
[ Security by Constituency
] Gift Security by Fund V¥ User can change User Qptions
] Motepad Secuity by Type -
] Membership Scanning ] Set This User's Options... ‘
8/23/2020 8/24/2020




Tips on Database View Security Groups

Fundraisers

File Edit Group Help
[HsaveandClose ~ | [l €| ¢ » || 2 ~
Group name: =Fur-dra|:ers

Group Privileges

Description: |Fun\:|raisers

Group Members

x|
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oK I Cancel

Opti Members: Not Members:
ﬂ - ﬂl David Tsing Dana Herandez
] Export Jenny Artington Gina Washington
Reports Jennifer Mendez
] Mail Kristy Graham
[] Batch <
L] Mapring Security Options X ‘
] Administration
Configurati
E Code Tebles Record Types Constituents Privileges Py
[] Personal Informatior| Constituents View Add Edit Delete
] Security by Constitu /] Gifts ;
L i Secuy by Fur Actions [Constituent) o, M |
[] Notepad Security b Bi el N/A N/A W N/A
[ Membership Scanni Jobs : / / /s
Memberships Alias N/A N/A
Campaigns Address ¥ M
Funds Phone N/A N/A
i Appeals Addressee/Salutation N/A NfA N/A
% i;:::; [Ewvents) itor Detals %] M
[~] Jabs (Events) Relationships - Individuals %] %]
[+ Patticipants (E vents) Relationships - Organizat. .. %] M .
[+ Actions [4ppeals) _ e ="
Planned Gifts Miscellaneous Constituents Options
Target ~
Income
Ethnicity
Religion o

1.

Create a group with only one user in mind
at a time

If they’re the only user in the group, that’s
fine!

Watch scroll bars
Watch Miscellaneous Options!
Watch all Record Types

Be methodical and meticulous
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Types of RE Users in theFundraising Operation

In the modern fundraising shop, Security is
set up to both:

Protect the Empower
Data Users

1. Protect the data in the database from
both external and internal threats for
the benefit of the constituents and the
institution, and

Ethically for User
Constituents Efficiency

2. Empower modern technology users to
enable to do their jobs accurately,
efficiently, and effectively.

Asset of the User
Institution Effectiveness

ning on Raiser’s Edge®



Types of RE Users in the Modern Fundraising Operation

1. Database managers (Supervisor/Admin rights)

- AKA Database administrator, but | like “manager” more!

2. Gift processors

3. “Power Users”

4. “Fundraisers”: broadly defined, includes fundraising management
and leadership

5. Those outside the fundraising department: executive management,
IT, Finance

\$ Bill Connors CrE -
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Types of RE Users in the Modern Fundraising Operation

Traditional Thinking

Database
team

Everyone
else

)/

Better Thinking

Database
team

Power
users

Everyone
else




Add individual
Title
L -
Records — Constituents |...
Armani n In Vidal ]
Suffix
Preferred name Former name
: : Gender Date of birth .
Security Options R N Fields and tables
Record Types Constituents Privileges ~ Addrese System fields
‘ © Add address Field name Requirement status Displays on record type
E Glﬂ‘s 5 Phone Assign to Required Action
[] Actions [Constituent)
E JDbS © Add phone number Status Optional Action
@ Membel‘ahips Email Type Required Action
- © Add email address
[] Campaigns ‘ Addressee Required Constituent
[~] Funds Online presence
E] A | © Add account =+ Constituent codes Required Constituent
ppeals Addr lutation
d Essee;sa Uta o C 1 d L First name Optional Constituent
[] Events o Dot ] onstituent codes
H Solicitor Details .
[] &ctions (Events) — — © Add a constituent code Gender Optional Constituent
E] JObs [E Venls] REIahon z : Ind“ﬂd_uals |:] Primary name formats Last name Required Constituent
[“] Patticipants (Events) Relationships - Organizat... O v| Addressee *
- —_— g Salutation Required Constituent
E] Actions (Appeals) X Choose name format E
[ Planned Gifts Miscellaneous Cons Title Optona Constituent
Target A | Salutation *
Income Choose name format E
Ethnicity
Reigon . I .
. . v
’—l Possible duplicates
OK Cancel
Mr. Armani Reinhard Vidal 192535
39 Wedgemont St. Mobile, AL 36615 Date added: 5/20/1999
Cancel
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Records — Constituents

Security Options

Record Types Constituents Privileges ~
¥4 Constituents View Add Edit Delete
] Gifts ‘ Job Assignments ]

% JA::I::ns [Constituent) o ks ]
[] Memberships Awards
[] Campaigns Prospect
] Funds Financial
%] Appeals Proposals
Events "
] actions [Events) Rahngaj.
[ Jobs ([Events) s
[] Participants (E vents) Giving Score Ll
[] Actions (Appeals)
Planned Gifts

Gift Summary
[] Edit Constituent ID
[] Solicit Codes
B 4dd Consent

A3 Bill Connors CFRE
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Records — Gifts

Security Options

Record Types
Constituents
Gifts
Actions [Constituent)
Jobs
[v] Memberships
[] Campaigns
] Funds
[v] Appeals
[v] Events
[] &ctions ([Events)

[] Jobs [Events)

[] Participants (Events)
[] Actions (&ppeals)
Planned Gifts

Edit

Delete

Miscellaneous Gifts @ ptions

[] Adjust Gifts A
[] Sell Stock/Property

[] white-0if Pledges

[] Select "Posted" for GL Post Status v

oK Cancel |
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Records — Actions

Security Options

Record Types
[“] Constituents
[ Gifts
™ Actions [Constituent)
[v] Jobs
[~] Memberships
[] Campaigns
] Funds
[ Appeals
[] Events
[] &ctions ([Events)
[] Jobs [Events)
[v] Participants (Events)

[] Actions (Appeals) : :
Planned Gifts Miscellaneous Actions [Constituent) Options

[] Assign Constituent Action Tracks
B Define Constituent Action Tracks

View  Add Edit Delete
Actions (Constituent) ‘ M []

A3 Bill Connors CFRE
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Records — Campaigns, Funds and Appeals

Security Options

Record Types
[“] Constituents

M Gifts

[~] Actions [Constituent)

[] Jobs
[] Campaigns
¥ Funds
[v] Appeals
vents

i

Delete
FUNDS |
Solicitor Hierarchy ‘
Relationships - Individuals ‘
Relationships - Organizat... ‘ i

Oooog

[] &ctions ([Events)

[ Jobs (Events)

[v] Participants (Events)
[] Actions (Appeals)

Planned Gifts Miscellaneous Funds Options
View Gifts
View Fund Summary
0K Cancel |
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Records — Events

Security Options

Record Types vents Privilege A
[ Constituents Add Edit Delete
E Gifts
[~] Actions [Constituent) - =
[] Jobs ki =
[~] Memberships Prices N/A N/A
[] Campaigns Expenses N/A M N/A
[ Funds Attributes NA M nNaA
o Media M 2 “
¥ I its Notes @ E @
[] Actions [Events) ,
oA Jobs (Evernis] Annotations N/A M nNa
[v] Participants (Events) Awards N/A N/A -,
[] Actions (Appeals) — —
[ Planned Gifts Miscellaneous Events Options
View Goal Summary P
View Financial Summary
Calendar
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Records — Planned Gifts

Security Options

Record Types
[] Constituents Add Edit Delete

] Gifts ‘ ] ] []

[~] Actions [Constituent)

[] Jobs
[~] Memberships

[] Campaigns
] Funds

[] Appeals
[v] Events
[] Actions (Events)

Planned Gifts

A3 Bill Connors CFRE
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Query and Export

Director of Development

File Edit Group Help
(ASaveandClose ~ | € ¢ » || 2 ~
Group name: |Director of Development

Description: ]Fundraiser and management access

Group Privileges - Group Members
M embers: Not Members:
Jenny Arrington Dana Herandez
(zina Washington
Jennifer Mendez
& Mai Kristy Graham
[] Batch 5 zzDavid Tsing
[] Mapping 5y
[] Administration =
[] Configuration <
[[] Code Tables '(< |
[] Personal Infarmation —
[] Security by Constituency
[] Gift Securty by Fund
[] Motepad Security by Type
[] Membership Scanning v
|31/2021
\S Bill Connors CFRE
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Query Options

I Record Processing | Gift Processing | Advanced Processing |

Query Type: | Constituent v | Query Fomat [Dynamic v |

Query Name: ITrustees

Category: |I3eneral ll

Description: |Query of all the Trustees in the database, sorted by
MName.

[V Other users may run this query

[V Other users may modify this query




Reports

Security Options

Report Types Report Names
Action Reports A~ M Account Distribution Report A
Tribute Reports ] Adjusted Gift Report
Campaigns, Funds, and Appeals Reports ] Annual Statement Report
[v/] Analytical Reports [ Cash Receipts Joumal
[v] Event Management Reports [ Constituent Giving History
[v/] Pledge and Recuring Gift Reports [] EFT Participation Report
] Expected Maturity Year Report
[] Prospect Research Reports ] General Ledger Audit Report
[v] Membership Reports ] Gift Detail and Summary Report
Profiles, Lists, and Directories ] Gift Entry Validation
Volunteer Reports v |V Gifts-inKind Report v

Select Al | Desslect Al Select All | Deselect Al
1] 8 Cancel |
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Mail

Security Options

Security Options

Mail Functions Mail Functions
[] Appeal Cards ~ [] Membership Card Truncation Report A
[] Cards [] Membership Cards
[] Donor Ack gement Letters [] Name Tags
] Envelopes [] Phonathon Forms
[ ] Follow-up Letters [ ] Place Cards
[ ] Honor/Memorial wledgement Letters [ Quick Letters
[] Label Truncation Report [ ] Receipt Baport
] Labels ] Heceip@
[ ] Membership Card Truncation Report [ ] Reminder Re
[ ] Membership Cards [ ] Reminders
[ ] Name Tags [ ] Renewal Notices
[] Phonathon Forms B Volunteer Follow-up Letters
[ ] Place Cards v v
ok | Ccancel | Select All | Deselect Al | ok | Ccancel | Select All | Deselect Al |
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Batch

Security Options

Batch Types Batch Pnvileges
[~ Constituent ] Create Batch
£ Edit Batch
] Time Sheet
] Commit Batch
] Change Batch Projections
] Automatically Generate Transactions/Payments
[] Create EFT Transmission Files
Select&ll | Deselect Al Select All | Deselect All
oK Cancel |
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Administration

Security Options

Administration Secunty Ophions

[ ] Globally Add Actions to Constituents

[] Globally Add Appeals to Constituents

[ ] Globally &dd Attributes to Constituents

[ ] Globally Add Businesses to Constituents

[ ] Globally 4dd Constituent Codes to Constituents

[] Globally 4dd E ducation to Constituents

[] Globally Add Emails to Constituents

[] Globally Add Financial Institutions to Constituents

[] Globally 4dd Memberships to Constituents [RE:Member only)
[ ] Globally 4dd Notepads

[ ] Globally 4dd Participants to Event (RE:Event only)

[ ] Globally £dd Proposals to Constituents [RE:Search only) v

Security Options

Select All || iDeselect All;

11111111111111111111111111111

oK | Cancel |

Administration Secunty Options
[ ] Globally Change Records A
[] Globally Delete Records
[] Globally \Write Off Pledges
[ ] Convert Pledges to Recurring Gifts
[ ] Post to General Ledger
[ ] Duplicate Constituents
[ ] Merge Constituents
[] Drop Lapsed Members (RE:Member only)
[ ] Security
[ ] Target Analytics
[ ] RE:Queue
[] Giftw/rap Integration

Select All || {Deselect Al

0K | Cancel |

Remember the previous warnings: in many cases, Blackbaud cannot restore RE NXT backups

to your live, production environment.

Consulting and Training on Raiser’s Edge®



Configuration

Fundraisers

Security Options
File Edit Group Help

(ASaveandClose~| [l 2| ¢ » | ™| 2 ~

3 | Configuration Security Options
Group name: |Fundraisers B Addiessee/Salutations
Description: IFundraisers D Attributes
Group Privileges - Group Members D Business Rules
M Records ~| [ Dptiora l Members: Not Members: [ ] Delete user-defined tables
[~] Query Jenny Arington D Fi ial Institut
CJ Expat Gina Washington inancial Inshtutions
— Jennifer Mendez [:l Feneral
Kristy Graham [:l G | Led
[ ] Batch > zzDavid Tsing eneral Ledger
[] Mapping L [ ] Intemational
[] Administration » [:l Letters
[] Configuration < . .
[ Cods Tables — [ ] Membership Categories
D F'erscn"1a| Information 2 . D Hepnltlng Hleralchles
[] Security by Constituency
[7] Gift Security by Fund
[[] Motepad Security by Type
[] Membership Scanning
—— ok | Ccancel | Select A1 ||¢
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Code Tables

Security Options

Code Table Change Privileges
B # of Family Members

[] Action Alert Title

[] Action Delivery Method
[ ] Action lssues

[ ] Action Locations

[ ] Action Notepad Types
[ ] Action Status

[ ] Address Info Sources
[ ] Address Types
[] Adopt &n Animal

[] Alias Types v
oK | Cancel | Select Al | Deselect All
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Personal Information

Security Options

Personal Information = | blackbaud
B Personal Information Data Entry
. Knowledgebase > Article > 43378 Article Number
[ ] Personal Information Output 43378

[] Personal Information View What_are th_e personal information . Products
[] Credit Card Report security options and how do you assign Raiser's Edge
them?

Personal information security options determine the rights that members of
a group have to view and edit personal information, such as Social Security
Numbers (US) or Social Insurance Numbers (Canada), credit card numbers,
bank account numbers, and insurance policy information. What rights do |
need to charge or process credit cards? How can | mask a Social Security
Number so only the last 4 digits are visible?

0K | Cancel | Select Al | Deselect .&Ill
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Security by Constituency

By default, all users will have rights to edit and view all constituents. This feature will limit this group’s
i 55 will be limited in various places throughout The Raiser's Edge.

I ibllow access to only selected constituents
Use this option to limit access to only constituents

ith selected constituent codes. NOTE: Only use this option when
ents.

Security “by”

d constituent codes. NOTE: Restrcting access always
il never have access to constituents restricted in this way.

Group Privileges
E Configuration A [ elect Constuent Codes._ |
[ ] Code Tables O

Security Options X Security Options

[ ] Security by Constituency

- This feature will limit this group's access to gifts. You can o This feature will limit this group's access to notes. You can
[] Gift Security by Fund '% restiict access to gifts based on the funds listed below. '@ restrict access to notes based on the notepad types below.
. Designate the funds that this group cannot view or edit. Designate the notepad types that this group cannot view
MNotepad Security by T - or edt.

[] Dashboard Funds

anno i L]
1999 Annual F
[] Install Samples = |[20mmeEl Address Change
2000 Annual Fund L] PR e 7]
=R ) Acquisition Fund ] ] i '
[ ] Proposal Security by Purpose . Eomm e . .
— - Botanical Garden Fund ] ] P — 0 0
e Building Fund O | Career ] ]
— Natural Disaster Relief Fund ] ] Confidential | H
1999 Membership Fund H L] Director's Notes Il L]
2000 Membership Fund O ] Finandal U] ]
oo S S 1 i ¥ Phinsisimansiod M M ¥
< > < >
oK Cancel | oK Cancel |
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Remaining Privileges

Director of Development
Eile Edit Group Help

{ASaveandClose ~ [ €| ¢ » = | 2 ~

Group name: |Director of Development

Description: |Fun|:|raiser and management access

Group Privileges - Group Members
[] Configuration A Options | Members: Not Members:
[] Code Tables
[] Personal Information Gina Washlnglan
[] Security by Constituency Je‘nnlfer Mendez
[] Gift Security by Fund Kristy L?irahehlm
— 5 zzDavid Tsing
[] Membership Scanning >
Dashboard
[] Install Samples <
[] NetSolutions <« |
[] Proposal Security by Purpose :
[] Data Health Center
[] AMPro Integration
[] Action Security by Type
[] web Services
| 2/22/2021
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Detailed Security Tips for
Raiser’s Edge NXT Web View



Web View Security

Raiser's Edge NXT Hor Fundraising ¥ Marketing ¥ Events Lists ¥  Analysis v  Tools v Control panel v

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment

Secu rlty for Bill Connors, CFRE

Roles 14 1\

4 users

+YCCRES (T Columns Find in this list Q Active and invitation sent ¥
Name « Email Status Marketing Analysis Events Fundraising Tools
[EdteFuadsajging role: All FR Rights - Access to 31 of 32 permissions
== ) Bill Connors bill@billconnors.com Active Full access Full access Full access Full access Full access Full acq
Role name * Description Copy role
Addiuser ktive  Full access Fullaccess  Full access  Full access Fullaccess  Fullacd | Al fundraising Rights .
y
Name * Email * ttive All Rights All Rights All Rights Analyze tasks Access to 9 of 9 permissions Show permissions
Roberta Cho ' Roberta@org.org
N . " " " . . A Il I tab:
Ltive All Marketing Rights Al Rights Al Rights Al Rights Al Righ ccess all analyze tabs
Attachment tasks Access to 9 of 9 permissions Show permissions

Security

Manage campaign attachments

Manage all attachments Manage appeal attachments

Make environment admin @ Manage fund attachments
Lists tasks Access to 4 of 4 permissions Show permissions

Raiser's Edge NXT Make solution admin @
Access all lists

Export lists

Analysis Events Fundraising Opportunities tasks Access to 3 of 3 permissions Show permissions
v View Dol v Direstorof Denclopment - 4 Access all opportunities lists
Receipt management tasks Access to 0 of 1 permissions Show permissions
Manage receipts
Work tasks Access to 6 of 6 permissions Hide permissions
Access all tabs Access other's portfolios Export work
Marketing Settings Tools Work permissions
View email history v v v
View
Portfolio v
Gifts v
Actions v
Unassigned v
- Allow
Security groups
Change fundraiser v
Roberta Cho Export v

Security groups  Edit
Director of Development

4 Back

Save [NeEhIN]

Bill Connors CFRE
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Web View User

Name * Email *

Roberta Cho Roberta@org.org

Analyslis

View Only Director of Development

Marketing Settings

View email history

Security groups

Roberta Cho

Security groups  Edit
Director of Development

4 Back

A3 Bill Connors CFRE
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Tips on Web View Roles

s Pay attention to detailed
permissions, not just summary tasks

All FR Rights -

Analyze tasks Access to 9 of 9 permissions Show permissions

[¥] Access all analyze tabs

Attachment tasks Access to 0 of 9 permissions Show permissions

Manage all attachments Manage appeal attachments Manage campaign attachments

Manage fund attachments

Show permissions

Access all lists Export lists

Opportunities tasks Access to 3 of 3 permissions Show permissions

To have “Manage” rights to a task
T gives the user full View, Add, Edit

Manage receipts

.
and Delete rights

Access all tabs Access other's portfolios Export work

Work permissions

View
Portfolio v
Gifts v
Actions v
Unassigned v

Allow
Change fundraiser v

Export

A3 Bill Connors CFRE
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= Raiser's Edge NXT Home Fundraising ¥ Marketing ¥ Events Lists ¥ Analysis ¥ Tools ~ Contro|

e . . . .. Report builder
Your organization's trial for Insight Designer has ended. You will not be invoiced unless you order. Le

AnNa |yS 1S RepOrt BUIdEr ot e

Edit Analysis role: All Rights Access to 5 of 5 permissions Findl i this list Q
Role name * Description ™ ) FSFPL
X Updated 2/22/2021 by Bill Connors
All Rights
Fundraising tasks Accessto 5 of 5 permissions
Manage dashboards Manage insights and dashboards View insights and dashboards

Fundraising permissions

View Add/Edit Delete
Dashboards v v v
Insights v v

Tips:

* No rights are needed to view the custom dashboards under the Fundraising menu; most users should
not have a role here.

» To Add/Edit Insights requires Insight Designer at an additional cost; purchased inside the software.
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Raiser's Edge NXT ~ Home  Fundraising v  Marketing v  Events  Lists v  Analysis ¥ Tools v  Control panel v

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment

All Reunion Breakfast Buffet

Date and time: 11/9/2014 8:00 AM to 9:30 AM

$10 per person; Memorial Student Union, Hub Food Court

E & Edit
E t S Details Fees
# Edit SEdit  ©QAddfee
Event details Campaign  No campaign found
D Category Event goal Capacity Fund No fund found
19 $0.00 250
Location v Individual 4sold
Memorial Student Union $10.00 ($0.00 contribution amount)
. . . 1528 Royall Avenue
Edit Events role: All Rights Access to 7 of 8 permissions Columbin SC. 29202

Online registration forms

Partlupants Accept online registrations

Role name * Description Copy ro

Work with participants Before you start, add at least one fee - even if there’s no charge - under Fees. If
particip: there is a charge, you must also select Edit under Fees and set a fund.

Manage Rights

Pre-event

0 2 0 0 . :

Invited Attending Not attending @ Interested Participant options
It may take several minutes for changes to take effect. Postovent © © Add option

0 0

Attended No show

No participant options found

Event management tasks Access to 7 of 8 permissions

Administer events Manage events Manage participants

Event management permissions

View Add/Edit

Settings

Events v
Participants v v
Online registration forms v v

Bill Connors CFRE
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Fundraising

Fundraising ~ Marketing ¥

Work

Gift management

K

Giving statements

Gift receipting

Reporting

A3 Bill Connors CFRE

Consulting and Training on Raiser’s Edge”

Create Fundraising role Access to O of 34 permissions

Role name *

Director of Development

Analyze tasks Access to O of 9 permissions

Access all analyze tabs

Attachment tasks Access to O of 9 permissions

Manage all attachments

Manage fund attachments

Lists tasks Access to O of 4 permissions

Opportunities tasks~Mccess to 0 of 3 permissions

Lists = Analysis ¥ Tools

Actions

Constituents

Gifts

Access all opportunitiesli

Receipt management tasks Access to O of 3 permissions

Manage receipts

Work tasks Access to 0 of 6 permissions

Access all tabs

Opportunities




Fundraising — Analyze

Raiser's Edge NXT Home Fundraising ¥  Marketing ¥ Events Lists ¥

Report'ng As of 2 hours ago

Overview % Campaigns

Create Fundraising role Access to 9 of 34 permissions

Role name *

Director of Development
Ana|yze tasks Access to 9 of @ permissions
Access all analyze tabs

Analyze permissions

View

Overview

L

Campaigns
Funds
Appeals
Retention
Acquisition
Recapture

Actions

A SIS WS SR SR SRS SRS SR ¢

Benchmarking

Description

Giving

x Gift receipting

CAMPAIGN DESCRIPTION

Analysis ¥  Tools ¥ Control panel ¥

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment

Work
Gift management

Retention % Acquisition X (+)
b. 4

* Unsaved View v [GRN=1RC

Giving statements

Reporting

APPEAL DESCRIPTION GIFT DATE REVENUE TYPE
v All v Apr 11900 - Mar 31 2 v Committed v

701,620

Revenue

28,344 $4,117
Gifts Average gift

$7,725

Total past due

Year over year performance [i]

Tips:

* “Analyze tasks” in the Fundraising role
refer to the “canned” reports in Reporting

* The Opportunities report is handled under
Opportunities tasks

A3 Bill Connors CFRE
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= | Raiser's Edge NXT

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment
Ludlow Falls
L[] L[] $20M Goal amoun t
$10.9M Revenue
54% Progress to goal
Fund ID: FUND VS138
Category: Research
Attachment tasks Access to 0 of 9 permissions i
Filter: Received & Atanytime ¢ Al Y
Manage all attachments Manage appeal attachments Manage campaign attachments Attachments
Manage fund attachments
© Add Any attachment tag +
Attachment permissions bivacy
2/20/2021| 164 KB
D\
View Add/Edit Delete h

Tips:

e Attachments in the web view are not written back to the database view:
https://kb.blackbaud.com/knowledgebase/articles/Article/96782

* See webinar #1 discussion regarding considerations about RE NXT backup restores

* Constituent attachments are controlled with Media permissions in the database view security

A3 Bill Connors CFRE
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https://kb.blackbaud.com/knowledgebase/articles/Article/96782

Fundraising — Lists

Constituents

Lists tasks Access to 3 of 4 permissions

. Access all lists

Lists permissions

View
Actions v
Constituents v
Gifts v

Allow

Export

Export lists

Donors of $10k or more* %

Raiser's Edge NXT Home

Fundraising ¥

x

Marketing ¥

Save v

Tips:

K Export

Events Lists ¥

Actions

Analysis ¥  Tools ¥

Constituents

Donors of $  Gifts

and Foundations

Control panel ~

Bill Connors, CFRE - Bill Connors CFRE Environment 1

(+]

Test environment

Opportunities

Total giving: Greater than or equal to $5,000.00 ¥

Add/Exclude ¥

=+ More v

Address mapping ¥

Find in this list

Address radius ¥

Q

Clear all values

EIK)

Constituent summary Assigned to Constituent codes Lifetime givi... ¥ First gift Latest gift Greatest gift Prospe
. »
Mrs. Temperance Donor $6M $'|O 000 $35 $3 000,000 4- °
Alessandra Sawicki Beginning 0372000 oneztime gift one-time gift one,-time'\ gift Stey
35 Teatro St. Raioboney 2/13/2014 3/8/2016 12/19/2015
Fort Lauderdale, FL Bellville Ludlow Falls Briar
33303
(954) 168-1505
Mr. Armani Reinhard Mr. Octavio Huston Board Member 4 -
Vidal Juergens Beginning 12/13/2015 $6M 510’000 . $]’565 . $6’000’000 Stev
. d Memb one-time gift one-time gift one-time gift
39 Wedgemont St. (Campaign) Board Member 2/10/2014 10/15/2015 4312015
Mobile, AL 36615 Mr. Ashton Wheeler 04/01/2011 - Ludlow Falls Ludlow Falls West Fairlee
armani@gmail.com Phan . 07/01/2013
(959) 802-2383 (Campaign) more
more
Jerrie Alysia Yee M e NEm Ernle  Alvian $5M $5,000,000  $5,000,000  $5,000,000
86 Lden St. (Campaign) RajorlRonay pledge ' paymenf: to pledge ’
Fresno, CA 93780 e talRachagl 5/22/2011 $5,000,000 5/22/2011
Rahming daa
(e Valmeyer EI'?E?"QM ) Valmeyer

e Opportunities lists permissions are handled under Fundraising — Opportunities

A3 Bill Connors CFRE
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Fundraising — Lists

Constituents

Lists tasks Access to 3 of 4 permissions

. Access all lists Export lists

Lists permissions

View
Actions v
Constituents v
Gifts v

Allow

Export

Raiser's Edge NXT

Donors of $10k or more* %

Home

Fundraising ¥

New list 1*

New list 2* %

Marketing ¥

Save v

Filterss V1

Tips:

M Columns

Any gift ¥

 Share

Export

1,158 Constituents 1Record excluded List updated about one minute ago

giving: Greater than or equal to $5,000.00 ¥

Add/Exclude ¥

Events Lists ¥

Actions

Analysis ¥

Constituents

Donors of $  Gifts

Opportunities

=+ More v

Address mapping ¥

Find in this list

Tools »

and Foundations

Control panel ~

Bill Connors, CFRE - Bill Connors CFRE Environment 1

(+]

Test environment

Address radius ¥

Q

Clear all values

EIK)

Profile pi., Constituent summary Assigned to Constituent codes Lifetime givi... ¥ First gift Latest gift Greatest gift Prospe
»
Mrs. Temperance Donor $6M $'|O 000 $35 $3 000,000 4- °
Alessandra Sawicki Beginning 0372000 oneztime gift one-time gift one,-time'\ gift Stey
35 Teatro St. Raioboney 2/13/2014 3/8/2016 12/19/2015
Fort Lauderdale, FL Bellville Ludlow Falls Briar
33303
(954) 168-1505
Mr. Armani Reinhard Mr. Octavio Huston Board Member 4 -
Vidal Juergens Beginning 12/13/2015 $6M 510’000 . $]’565 . $6’000’000 Stev
. d Memb one-time gift one-time gift one-time gift
39 Wedgemont St. (Campaign) Board Member 2/10/2014 10/15/2015 4312015
Mobile, AL 36615 Mr. Ashton Wheeler 04/01/2011 - Ludlow Falls Ludlow Falls West Fairlee
armani@gmail.com Phan . 07/01/2013
(959) 802-2383 (Campaign) more
more
Jerrie Alysia Yee M e NEm Ernle  Alvian $5M $5,000,000  $5,000,000  $5,000,000
86 Lden St. (Campaign) RajorlRonay pledge ' paymenf: to pledge ’
Fresno, CA 93780 s SaunialRachacl 5/22/201 $5,000,000 5/22/2011
Rahming daa
(e Valmeyer EI'?E?"QM ) Valmeyer

e Opportunities lists permissions are handled under Fundraising — Opportunities

e | strongly recommend against giving permission to Export
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H Raiser's Edge NXT Home Fundraising ¥ Marketing ¥  Events Lists ¥  Analysis ¥ Tools ¥  Control panel v

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment

Work Center for Bill Connors ~ change fundraiser

Overview  Portfolio 1 Gifts 1 Actions 1 [EECTTITI RN  Unassigned 11,361

1 Opportunities List updated at 5:03 PM Refresh

Fundraising — Opportunities e —

Opportunity summary Constituent summary Opportunity s.. ~ Ask Expected Funded Deadline v Last action

General Proposal Mr. Armani Reinhard 5- $2,000,000.00 $2,000,000.00 $2,000,000.00 8/31/2015 None
UHERO Vidal Stewardship 11/2015 6/30/2015 4/3/2015
39 Wedgemont St.
Mobile, AL 36615
armani@gmail.com
(959) 802-2383
Opportunities tasks Access to 3 of 3 permissions Hide permissions l

Access all opportunities lists :
. Reportlng As of 2 hours ago

Opportunities permissions
Actions X% Appeals % Opportunities X% Overview X Campaigns %

Work Lists Analyze
opportunities opportunities opportunities

Opportunities tabs v v v

Lists v  Analysis/¥
Actions T| p :

Constituents * Access to opportunity records is controlled by Proposals
Gifts privileges in database view security (in Records, Constituents)

Opportunities

A3 Bill Connors CFRE
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Fundraising ¥ Marketing

Fundraising — Receipt Management wor

Gift management

Gift receipting

Receipt management tasks ~Access to 0 of 3 permissions Giving statements

Manage receipts

Reporting

Gift receipting

Receipted Email tasks Receipt templates
Manage

receipt 27888 Gifts

Receipt management permissions

View Generate templates
Y Filter M Columns Search by constituent name Q
Receipts
Select all Clear all
Constituent Gift amount Contribution amount Gift date...  Gift type
Andy Connors $4,000.00 $4,000.00 6/2/2020 Pledge payment
\S Bill Connors CFRE
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Fundraising ¥ Marketing

Fundraising — Work o

Gift management

Work tasks Access to 3 of 6 permissions Gift receipting

Access all tabs Access other's portfolios Export work .
Giving statements
Work permissions
Reporting

View

Portfolio

. Work Center for AShton Phan Change fundraiser
Gifts
Actioms Oveer Portfoliz 60 Gifts 1,039 Actions 33 Opportunities 19 Unassigned 11,268

B0 Constituents List updated 6 minutes ago

w Export Find in this list Q Q
Allow

Filters: T Birthday v Total giving ¥ First gift v Interests v Committees ¥ Custom field options ¥ Closing Codes ¥ Birthday v

Unassigned

Change fundraiser

Total giving v First gift v Interests ¥ Committees ¥ Custom field options v Closing Codes ¥
EXpOI’t Profile pi... Constituent summary ~ Assigned to Prospect stat... Constituent codes Lifetime giving First gift Latest gi'

»

Prudenzio Dwane Mr. Ashton Wheeler Major Donor 55’050 55’000 525
Akpan SER . one-time gift one-tir
14 Elcone Rd. (Campaign) 6/27/2014 272
Hanksville, UT 84734 Ludlow Falls Wyatt
Again, | strongly recommend against giving Janac Sushecla Armer b Achton Wheele - 500 5000 $500

y i

63 Mendenhall Gdns. Phan Major Donor . . A
one-time gift one-tir

pe m |SS | on tO EX pO rt Davenport, IA 52805 (Campaign) 11/15/2014 5/1/20
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Marketing

Email history
Create Marketing role Access to 1of 7 permissions 19 Emails sent
Role name * Description Dutcome Test &N7/2020
Hello from link click land Click &/T7/2020

Director of Development

Email tasks Accessto1of 2 permissions

View commusnication history

Manage email

Email permissions

Marketing ¥ Events Li

Access

Communication history

Email
Email
Social tasks Access to 0 of 5 permissions
Social Administrator \

Social permissions SDCiEI

Create Edit Delete Send
Social Posts

Connect

Social Accounts

A3 Bill Connors CFRE
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Settings

Create Settings role Access to O of 4 permissions

Role name *

A Enter a role name.

Manage constituent settings

Deceased records settings

0 of 2 permissions

Fields and tables tasks

Manage system fields

Fields and tables permissions

View Edit

System fields

Constituent records settings tasks #Access to 0 of 2 permj

Bill Connors CFRE

Consulting and Training on Raiser’s Edge”

Control panel ~

Security

Applications

Settings .
Settings

Giving analysis

Fields and tables

I Constituent records

Gift management

Individual display name

Set how individual names display in web view.

Dr. Samantha Logan Hernandez, M.D.

Edit

Fields and tables
System fields

Field name

Assign to

Type
Addressee
Constituent codes
First name
Gender

Last name
Salutation

Title

Requirement status

Required
Optional
Required
Required
Required
Optional
Optional
Required
Required

Optional

Displays on record type

Action
Action
Action
Constituent
Constituent
Constituent
Constituent
Constituent
Constituent

Constituent

Deceased constituent records

Configure rules for when a constituent's record is
marked as deceased.

Constituent

Mark as Do Not Mail Yes

Set end date for constituent codes Yes

Spouse

Change to Yes
constituent

Marital status Widowed

Edit



Tools

Create Tools role Access to 0 of 11 permissions

Role name *

A Enter a role name.

Data health tasks Access to 0 of 4 permissions

View data health information

Data health permissions
View
Data health services

Duplicate management

Donation forms tasks Access to 0 of 3 permissions

Manage donation forms

Donation forms permissions

View Add/Edit

Donation forms

Workflow designer tasks Access to 0 of 4 permissions

Build and activate workflows

Workflow designer permissions

View Add/Edit

Workflows
Apply

Action workflows

Manage

Description Copy role

Manage data health information

Delete

Hid

Manage workflows Apply workflows to constituents and lists

Delete

I Tools v

Control panel

Workflow designer

Donation form designer

Data health

Settings

Bill Connors CFRE

Consulting and Training on Raiser’s Edge”




Web View User

Name * Email *

Roberta Cho Roberta@org.org

Analyslis

View Only Director of Development

Marketing Settings

View email history

Security groups

Roberta Cho

Security groups  Edit
Director of Development

4 Back
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Tips on Web View Users

1. | recommend always starting in the database
view Security with the user’s group and
account

Securitv.arniins

Link to existing user

_ 2. Here in the web view, since the user already

‘ has an account in the database view,
‘ Link to existing user!

What should | select? @

Cr

Reminder: check your database view Security
for duplicate accounts and fix them

\S Bill Connors CFRE
Consulting and Training
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Add user

Name *

Web View Admins Roberta Cho See KB 192031

and the link to
Security help inside that

1. Solution admin
2. EnVironment admin Make environment admin @

3. Organization admin . . |
Raiser's Edge NXT Make solution admin @

Admin Home Users and admins Authentica n Settings ¥
Admin Ho Edit user
Enwronments o Name Bill Connors
Raiser's Edge NXT Email bill@billconnors.com
ra
Org name here Type . You can't update a user's name or email address.

ResearchPoint Environment |

Production

Admin roles
@ Production (For environments with live data)

Luminate Online

Raiser's Edge NXT

Research Point Test (For existing practice environments) Make organization admin @

1iqail I\CLPIGMC

Admin
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The #1 responsibility of the database
manager IS Security.

Nothing is more important than protecting
this data asset and constituents’ private
information...

from external and internal threats.



Checklists for Adding and Inactivating Users

An updated list from my book of common tasks when
users come and go can be found on the Resources page at:

billconnors.com

Also on this page:
- Raiser’s Edge terminology whitepaper
- All webinar slides

« Links to watch all webinars

Consulting and Training on Raiser’s Edge”



Let’s Connect!

Bill Connors, CFRE, bCRE-Pro
bill@billconnors.com
415.861.5454

billconnors.com
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