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The #1 responsibility of the database
manager IS Security.

Nothing is more important than protecting
this data asset and constituents’ private
information...

from external and internal threats.



Two points on that DBM responsibility:

The Raiser’s Edge NXT database manager needs to learn
the web view to set up web view Security correctly.

Setting up Security correctly requires the combined efforts of

those with technical knowledge and fundraising management.
The DBM needs to coordinate these efforts.
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A DONOR BILL OF RIGHTS

Risks from...

. ASSOCIATION FOR .
RS HEALTHCARE (
ettt PHILANTHROPY. : I

3 Pasnie Eariching Lves

Association of Fundraising Association for Healthcare Council for Advancement and Giving Institute: Leading
Professionals (AFP) Philanthropy (AHP) Support of Education (CASE) Consultants to Non-Profits

QOutsiders

PHILANTHROPY is based on voluntary action for the common good. It is a tradition of giving and
sharing that is primary to the quality of life. To assure that philanthropy merits the respect and trust of
the general public, and that donors and prospective donors can have full confidence in the not-for-profit

° I n C i d e n t S Ove r t h e p a St ye a r organizations and causes they are asked to support, we declare that all donors have these rights:

To be informed of the organization’s mission, To be assured that information about their
of the way the organization intends to use donations is handled with respect and with
donated resources, and of its capacity confidentiality to the extent provided by law.
to use donations effectively for their
intended purposes. VII

Insiders

- Some people should not see everything

- Most people should not be able to do everything
«  Purposeful and accidental harm

- In certain RE NXT situations, Blackbaud cannot restore backups
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See the Resources page of my website at billconnors.com Raiser’s Edge” #
for a brief whitepaper that explains this in more detail * The Raiser’s Edge version 7

Te m | no | Ogy * The database view

“Raiser’s Edge NXT” #

”Ra|ser’S Edge” * The web view

A

{ The Raiser’s Edge version 7 ' Raiser's Edge NXT _' \
Database View

® vme  Welcome Supervisor - Sample Data it
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Four Legs of the Chair of Raiser’s Edge Security

Webinar 1 Webinars 2 (today) and 3

#1: Blackbaud Technology #3: Raiser’s Edge Security Setup

#2: Your Culture of Security #4: Users’ Use of Raiser’s Edge
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Consulting and Training on Raiser’s Edge”



Know Your En



Raiser’s Edge 7 Environments

Security works differently based on where your data is

1.On-premise: The data is on a server in your office and the RE software is (probably)
installed on the hard drive of your computer

 Although your IT might have made remote access available to you through other means
2. Third-party hosting: A company other than Blackbaud hosts your RE data

3.Blackbaud Hosting: Blackbaud hosts your data in what I'll refer to today as the “Not
Azure” environment and you must log into a website like that below to start RE

Welcome to Blackbaud Hosting Services

N\ Bill Connors CrrE
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Raiser’s Edge NXT Environments: Azure or Not Azure

Security works differently based on where Blackbaud hosts your data.

Also “public cloud” www.login2.blackbaudhosting.com * “Boston” * Blackbaud Hosting
o * “Vancouver” Services

Welcome to Blackbaud Hosting Services

.- - * “Amsterdam” or
e T “European data centre”  Technically referred to as:
Crystal Reports ciat:xoom?::;P:gmeE:Zwmoad ° ”Citrix”* [ BlaCkbaud'S Self_hosted
Open database view ) Other favorites (prlvate ClOUd)

environment

Regional settings

*Azure also uses Citrix for access to the
database view

Qa s ©

kt environment

* Blackbaud’s colocation
data centers

Hosted files | Connors, CFRE - Bill g

Open database view

Database options
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Azure or Not Azure

Azure:

Blackbaud.com

l

Multi-Factor Authentication

!

Web view

71 Other favorites

Q

l Install Workspace
H Crystal R rt:
Database view vetal Reports
Open database view
Regional settings

Hosted files

Database options

Bill Connors CFRE
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Not Azure (currently for most):
(RE 7 in Hosting also)

Blackbaud.com Login2.blackbaudhosting.com

l

Multi-Factor Authentication Blackbaud Hosting

l / Welcome to Blackbaud Hosting Services
1
.
.
Web view

Can't Login? Click here

[T Other tavorites

a = ® © |

bt environment

| Connors, CFRE - Bill G
Open database view

gggggggg

AAAAAAA

Database view




Two Changes In Progress for Environments

1. Moving some Raiser’s Edge NXT clients from “Not
Azure” to Azure

2. Moving everyone else from Blackbaud Hosting Services
to Blackbaud ID via Blackbaud.com

N\ Bill Connors CrrE
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NXT “Not Azure” Update Rolling Out Now

(RE 7 in Hosting also)
Blackbaud.com

Login2.blackbaudhosting.com
@ Home - Raiser's Edge NXT X @ Blackbaud x o+ - g2 =
l c host.nxtblackbaud.com/select 7svcid=renxt&envid=t-KpQIQOn 2Q02hHAC25XtQ ax o@ *»Q :
= Raiser's je NXT .
Multi-Factor Authentication Ciriacess
Raiser's Edg
Blackbaud Crystal Files RegionalSettings The Raisers Edge The Raisers Edge
REpOftS q BBID RE TEST DB - 12723634 .{BZE7|53R5EBZEST DB2-
: ? ’ W 3
Webview - o L
[T Other tavorites

- @
Q = . :
nment

| Connors, CFRE - Bill g
Open database view

Database view

https://community.blackbaud.com/blogs/13/7533

https://kb.blackbaud.com/knowledgebase/Article/195392 Database view

Bill Connors CFRE [N
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https://community.blackbaud.com/blogs/13/7533
https://kb.blackbaud.com/knowledgebase/Article/195392

Locations Wh
Needs to be



Blackbaud and Raiser’s Edge NXT Security

Blackbaud.com Raiser’s Edge Blackbaud Hosting Raiser’s Edge
web view (for some) database view

User account s . a User account E e User account '5 User account

- Applies to all - Roles - Group - Group
Blackbaud «  Online Express
products Security and

- Single Sign-On Assignments

«  Multi-Factor
authentication
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Blackbaud.com Account —Admin

@ Blackbaud x |+

©
El
£
Ty
T
£
@

& O 5 https://host.nxt.blackbaud.com/admin-console/?leid = p-18LYpXulpOa8eBBtwholaA 7%

Admin Home Users and admins =~ Authentication Settings ¥

Bill Connors, CFRE

Users and Admlns for Bill Connors, CFRE

4 users
© Add admin M Columns Find in this list Q Active and invitation sent ¥
User summary « Email address Status Admin status
Bill Connors bill@billconnors.com Active Admin
S B \ Active
o 0 ° Active
: - = : o Active
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Blackbaud ID

Set up two-step authentication

a C k b a l l d CO I ' ' AC( O l I I It — l | S e r For added security, in addition to your password, you can sign in
° to your Blackbaud ID - every time or periodically - with a mobile

app or text message. How would you like to sign in?

) o ©

. CFRE - Bil ment D CJ
B . .
bill@billconnors.co Use mobile authenticator Use text messages
Receive tokens in an application Receive tokens as SMS/text
Blackbaud ID profile on your mobile device. messages to your mobile
phone. Standard messaging
Raise dge ome draising arketing e Ana 00 rates apply.

. Blackbaud D Cancel

bill@billconnors.com Sackoad D

Blackbaud ID email add L
SR et andres Set up two-step authentication

CDJ Mobile authenticator

Bill Connors

# Edit name
With a mobile authenticator, you'll receive one-time verification
codes to confirm your identity when you sign in to your
) ) Blackbaud ID, even if your device is off-line or with poor service.
bill@billconnors.com & Edit BBID email addregZ

To get started, download and install one of these apps on your
personal device.

. G Google authenticator

Password # Edit password

m Microsoft authenticator
) ) ] / Auth0 Guardian

Two-step authentication « Enable Turn off New recovery code
Learn more

FTP information View FTP information “

Back

G Bill Connors CFRE
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Web View Security

Raiser's Edge NXT ~ Home  Fundraising v  Marketing v  Events Lists v Analysis v Tools v  Control panel v

Bill Connors, CFRE - Bill Connors CFRE Environment 1 Test environment

Secu rity for Bill Connors, CFRE

Roles 14\

4 users

[LEERECE (0 Columns || Find in this list Q Active and invitation sent ¥
Name « Email Status Marketing Analysis Events Fundraising Tools
Wg role: All FR Rights  Access to 31 of 32 permissions
= ) Bill Connors bill@billconnors.com Active Full access Full access Full access Full access Full access Full acq
Role name * Description Copy role
Addiuser ctive Full access Full access  Full access  Full access Full access  Full acd Al Fundraising Rights -
Name Email * Etive All Rights All Rights All Rights Analyze tasks Access to 9 of 9 permissions Show permissions
Roberta Cho ' Roberta@org.org
. - . : ’ ) A Il analyze tab
ttive All Marketing Rights All Rights Al Rights Al Rights Al Righ ccess all analyze tabs

Security Attachment tasks Access to 9 of 9 permissions Show permissions

Manage campaign attachments

Manage all attachments Manage appeal attachments

Make environment admin @ Manage fund attachments
Lists tasks Access to 4 of 4 permissions Show permissions

Raiser's Edge NXT Make solution admin @
Access all lists

Export lists

Analysis Events Fundraising Opportunities tasks Access to 3 of 3 permissions Show permissions
- View Only - Director of Development - & Access all opportunities lists
Receipt management tasks Access to 0 of 1 permissions Show permissions
Manage receipts
Work tasks Access to 6 of 6 permissions Hide permissions
Access all tabs Access other's portfolios Export work
Marketing Settings Tools e
View email history - - -
View
Portfolio v
Gifts v
Actions v
Unassigned v
’ Allow
Security groups
Change fundraiser v
Roberta Cho Export v

Security groups  Edit
Director of Development

4 Back

EEl Cancel
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All Categories

Blackbaud Hosting Services
“Not Azure”) Security* o

~ -
) Details F Details @ t Details

Blackbaud Crystal Reports - RE Files The Raisers Edge - 796 User Administration - RE7

File

Help

Name Type Description

82 50614-REAd...

Security Group...

*Again, this is in the process of going away.

@ Bill Connors

CFRE

Consulting and Training on Raiser’s Edge®

82, 50614-RESec... Security Group...
#2,59614-REUsers Security Group...
2 50614REUser! User
E. Bill Connors ~ User [ Member Of I Disbin I Ervironmerk l
&, Jeft Teator fheer Remote control I Remote Deski: i
lop Services Profile Members
LUWenn  User e 5 ey e | | General | Member Of | Managed By |
Members:
& Bill Connors Member Of I Dialin I Environment ] Sessions - -
Remote control | Remote Desktop Services Profile | COM=+ Name Active Directory Domain Services Folder
General | Address | Account | Profie | Telephones | O i blackbaudhost.com/Organization - BO3/59614/ ...
First name: User logon name: blackbaudhost.com/Organization - BO3/59614/...
Last name: ‘BilCnnnms | |@‘ackbaﬂsost.com v ‘
User logon name (pre-Windows 2000):
Digplay name: [BLACKBAUDHOST\ | [BilConnord] |
Seaciplm; [(LogonHous.. | [ LogonTo. |
Office:
[ Unlock account
Telephone number: Account options:
[#] User must change password at next logon A
[[] User cannot change password ]
[] Passwond never expires
[ Store p using i ion v
Account expires
®) Never
O Endof: [ satuday . October 3, 2020 -]
0K | [ Cancel |[ sy |[ Heb |
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Database View (and RE 7) Security

Administration

+ Security - Sample Data

Administration ‘ @m New Group (?\x New Windows Group @, New User <) Open ¢ Delete....

System Statistics
Import

Globally Add
Records

Globally Change
Records

Globally Delete
Records

Globally Write Off
Pledges

Convert Pledges
To Recuming
Gifts

Post to General
Ledger
Duplicate
Constituent

Management
Tool

Merge
Constituents

Drop Lapsed
Members

2
Queue

(& Security

B\ Groups

- -9\ Data Entry
BEN -
A\ Volunteers
i@ Users
-~ &, Bonnie Smith
- @, Dana Hemandez
- @, David Tsing
-~ @, Emilie Katsuhara
- @, Gina'Washington
- @, Jennifer Mendez
- &, Jenny Arington
- @, Kristy Graham
i@, Rab Miller
i @ Supervisor

N

Q

Jenny David Tsing
Arrington
Fundraisers X ‘ David Tsing bt |
File Edit Group Help Eile Edit User Help
ASaveandClose ~ | [l 2¢ ¢ » || 2 - (AsaveandClose - | [l X | 4 » |+ &
Group name: [FUndraisers User name: [David Tsing Constituent name: [David Tsing Al
Description: |Fundraisas Descriplion: |Difﬂ=|04 of Development
Group Privileges Group Members Group Assignmerits Conrection Oplions
Records ~ I Members: Not Members: S 2 e
Query David Tsing Dana Herandez ;l-'ol S;m ;-d‘lls * Selscted gioup rights W BE7 Authentication
Jenny Arington Gina YWashington . Password: |Messssmi
fenrifer Mand Diata Entry —
Repotts ennifer Mendez ¥
] Mail Kristy Graham ohanteers Confirmy I=
[ Batch > I™ User can change password
[[] Mapping » >
[[] Administration » =
] Configuration < L
] Code Tables « < I Windows Authentication
] Personal Information - o Lo
o I R\I
[ Security by Constituency
] Gift Security by Fund V¥ User can change User Qptions
] Motepad Secuity by Type -
] Membership Scanning ] Set This User's Options... ‘
8/23/2020 8/24/2020




Online Express Security

If your organization uses Online Express in the database view for online donation
forms, online event registration forms, or mass emails, that security is managed in
Online Express itself.

@ Bill Connors CFRE

— oom |

Select the security groups that can use Online Express. To access the feature,

0K Cancel 4

Consulting and Training on Raiser’s Edge®

Options T i i allow you te trol which users may process certain

© General users must be in one of the groups you select or have Supervisor rights. © General transactions. Use these options to specify filters based on Raiser's Edge security
groups, including how to manage any unassigned transactions.

© Email mapping © Email mapping
© Phone mapping ikt sl aabacs oo © Phone mapping Transaction Type to manage:
© Form Security ) © Form Security IDonalions LI [~ Enable Assignments
© Addressee/Salutation L] Chaibe - Group © Addressee/Salutation

[ Finance
© 0pt-Out Syne | Jayne = Gioup © Opt-Out Sync ¥ Assignmert Fiters | Transaction Properties |
© Consent Tracking v Jessica TP Group @ Conseri Tracking - ‘
© Event mapping ‘Q: "J(::r:in- G".)E:oup © Event mapping ;t:u’k ‘S Felreocl Hinsev ‘s Edge Security Group —I
© Currency Configuration D Katlasoesbush - Group © Currency Confi S
) Constituents [ Kathy ‘Yo - Group ) Constituents —Step 2: Select the type of filter to apply

["] Robbee MIE - Group Filter Ty, y
Constuem Matching D1 5 aech SO - Group 9Cons§nm1 Matching ype: l |
=) Security ~Step 3: Select the ciiteria for the filter
remr—

& Add X Remove 4 Clear Al Fiters

Filter Type Criteria Security Group Enabled

0K Cancel 4




Blackbaud and Raiser’s Edge NXT Security

Blackbaud.com Raiser’s Edge Blackbaud Hosting Raiser’s Edge
web view (for some) database view

User account s . a User account E e User account '5 User account

- Applies to all - Roles - Group - Group
Blackbaud «  Online Express
products Security and

- Single Sign-On Assignments

«  Multi-Factor
authentication

S Bill Connors CrrE
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Database View and Web View Security Interaction

Functionality

- in Web view
Functionality

in both views

* Add a constituent Only in web view:
= Add and edit actions = Lists
= Add and edit notes = Work Center

= Assign fundraisers = Reporting
* Add and edit gifts

uuuuuuuuuu

Controlled by Database View Security Controlled by Web View Security =

S Bill Connors CrrE
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Exceptions to the Principle for Both Views

1. View and Add/Edit Events
2. View and Add/Edit event Participants
3. Data health tasks (Address Finder, Duplicate management)

4.  Work Center list rights override database view Records rights

Keep in mind that in some cases there are similar but different tools. Each view’s tool is
managed by that view’s Security (e.g., online donation and registration forms,
reports/dashboards).

S Bill Connors CrrE
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General Tips for Setting Up
Raiser’s Edge 7 and
Raiser’s Edge NXT Database View
Security



Three Criteria for Security Rights

1. Training
2. Role

3. Aptitude

Takeaway: if you need a security group with only one user, created just for that user,
that’s entirely fine, even if all or most of your security groups only have one user in
each of them.

S Bill Connors CrrE
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My Four Rules of Thumb

1. If in doubt with data entry rights (e.g., add, edit, delete) or data output
rights (e.g., exports, mailings), do not give the rights

2. If in doubt with data view rights (e.g., lists, reports), give the rights, but:
 Be careful with export and mailing rights! (distinguish output from view)
- Users must be careful how they share and use information; be professional

- For some users, simpler is better

3. |f you make a mistake: It’s easier to apologize and give rights than to
have to revoke rights improperly used

4. Communicate, communicate, communicate

S Bill Connors CrrE
Consulting and Training on Raiser’s Edge®



Tips on Database View (RE7) Security Groups

3 1. Create a group with only one user in mind

HsaveandClose - | [l K| ¢ » || 2 - .
Gruupgame: at a tlme

Description: |Fun\:|raisers

Group Privileges Group Members ) . )
i "o | iy . ey’re the only user in the group, that’s
[ Export Jenny Arrington GinaWashinglon

D e -

b, - finel

[[] Mapping

[ Administration SGCurlty OPTIOHS \ s ‘

Configurati
E Eﬂﬂ;ﬂ”;.f;‘ Record Types Constituents Privileges

View Add

[] Personal Informatior| Constituents
] Security by Constitu Gifts

Watch scroll bars

m
=
=
=
o
m

w

[ Gift Security by Fun Acti [C tit t] CONSTITUENT E E

o = Bographica NA A /A . .
O Memboctips $ e A A Watch Miscellaneous Options!
Campaigns M %] M

[+] Funds Phone

<
1<

[1 Appeals Addressee/Salutation N/A  NJA ¥
gl e - 5. Watch all Record Types
= J;;:?Es‘fe:; T s Relationships - Individuals ¥
[] Patticipants [Events) Relationships - Organizat... @ h . I : |
ﬁ:‘::::d[‘g?f?: . Miscellaneous Constituents Options ’ 6 ° B e m et O d I Ca a n d m et I C u O u S
Target
|r::r§me
Ethnicity
Feligion v

oK I Cancel
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Only One Security Group per User

Knowledgebase > Article > 46503

Fundraisers

X How are rights affected if a user is a member of more than one
Fle Edit Group Help Security Group?

BsaveandClose = [ 24 4 » | 2 - X

Group name: [EERTEEE How are rights affected if a user is a member of more than one Security Group?

Description: |Fmdtaiws

Group Privileges Group Members Answer:

TS - i || Yoo NotMenber

Bl

We recognize that users may wear different hats and, therefore, need to be a member of multiple security groups. When the user
= Gina Washnaton x is placed into multiple security groups, the rights are combined. For example, if security group A has rights to only Reports and
Expot Jenny ; shingt
& Reports Jennifer Mendez

Net Klmbars security group B has rights to only Configuration, a user placed in both security groups will have rights to Reports and
O] Mai Kristy Graham Dana Hemandez Configuration.
] Batch Gina 'Washington
L4 X | Denrifer Mendez
O HGOD'_‘Q s » Kiisty Graham The exceptions to this rule are Gift Security by Fund, Security by Notepad Type, Action Security by Type, and the "Restrict access
S .;dmm;l:tm from selected constituent codes"” option in Security by Constituency in The Raiser’s Edge 7. With these options, the most
OJ Code Tab;: < restrictive applies. For example, if security group A is marked as Cannot Edit/Cannot View for the Annual Fund and security group
] Personal Information « B does not have Gift Security by Fund marked, a user placed in both security groups will not have rights to view gifts with the
[] Secusity by Constituency - Annual Fund.
[ Gift Security by Fund
[ Notepad Secuiity by Type
[] Membership Scanning ¥
8/24/2020
[ Reports edabriot User name: |Dana Hemandez Constituent name: |
Mail

% Batch > 8/24/2020

[ Mapping <= = Description: |Va|untee| Outlook user: |

] Administration )

[ Configuration < F p

[ Code Tables = Group Assignments

[ Personal Information 4 : :

E) baiiife o " Supervisorrights ™ Selected group rights

[ Gift Security by Fund = =

o Pt i T Nt a member of: Member of:

[] Membership Scanning v Director of Developm olunteers

8/24/2020 Data Entry
[ Notepad Secuiity by Type
[] Membership Scanning ¥

8/24/2020
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Tips on Database View (RE 7) User Accounts

- L No generic user accounts other than Supervisor (no
SIS T “Volunteer” or “Temp”)

2. Use First Name, space, Last Name

Connection Options
v BE7 Authentication

T — 3. Link to the constituent record
[~ User can change password
P 4.  One group only!
Lo )
paEEEE e .5 Former users: zz at beginning of name, no groups,

N ~ o change and forget password

User name: |zzDavid Tsing LConstituent name: |Dav

Description: |Dilector of Development Outlook user: |

Group Assignments

" Supervisor rightsfll © Selected group rights
Mot a member of: Member of:

S Bill Connors CrrE
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A user should be in only one
database view/RE 7 security group.

f a security group only has one user,
that is okay.



Tips on Database View (RE 7) User Accounts

If you’re on RE NXT, and Blackbaud Hosting, and not yet ready for the upcoming change,
do not use Windows Authentication in order to force a form of multi-factor authentication

Not Azure:

www.login2.blackbaudhosting.com

Azure:

71 Other favorites

Welcome to Blackbaud Hosting Services
]
I

Install Workspace

Crystal Reports

Can't Login? Click here

Citrix Online Plugin Download

Open database view

Regional settings

Hosted files

Et environment

| Connors, CFRE - Bill g

Database options Open database view

G Bill Connors CFRE

Consulting and Training on Raiser’s Edge

David Tsing X
File Edit User Help

[(Asave and Close ~ | [ | 2¢ | ¢ b\—b\ﬁ'|?'

Constituent name: |Dayid Tsing

" blackbaud

User name: |David Tsing

Description: |Director| of Development Outlook user:

The Raiser’s Edge
User name: |Bill Connors

Password:

Connection Dptions
v RE7 Authentication

Password: I’‘*'‘"""“""‘"""*l
Confirm: |~“=““‘“

Group Assignments

" Supervisorrights & Selected group rights
Member of:

Not a member of:
Data Enty
Volunteers

[~ User can change password

>

» | o Acc

< [~ Windows Authentication
<< "

[V User can change User Options

Set This User's Options...

8/24/2020




General Tips for Setting Up
Raiser’s Edge NXT Web View
Security




\ S

Difference

Between Database View Security

Groups and Web View Security Roles

Fundraisers

File Edit Group Help
Campaigns | )Save and Close ~ | (gl 3¢ | 4

b 7

5 Export Funds Group name: |[0EEE
: Appeals - =
g Reports Merber Description: |Fundra|sels
f ‘ Jobs Group Privileges

Events Records
1 B Query
‘b [ Export
2 Reports
Mapping [ Mail
f? . [] Batch
#m Mapping

Administration

[[] Configuration

[] Code Tables

[[] Personal Information

[[] Security by Constituency
[7] Gift Security by Fund

[[] Motepad Security by Type
] Membership Scanning

Options

Group Members
Members:
David Tsing

Jenny Amington

X
Not Members:
Gina Y/ ashington
Jennifer Mendez
Kristy Graham
8/24/2020

Raiser's Edge NXT Home Fundraising ¥ Marketing ¥ Events Lists ¥ Analysis ¥ Tools ¥ Control panel ¥

ors, CFRE - Bill Connors CFRE Environment 1 Test environment

Security
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Raiser's Edge NXT roles

Applications

Settings

Fields and tables Ay

4

Analysis roles Events roles

(+] Show inactive rofés Show inactive roles

View/Add/Edit Rights,/no Delete

All Rights

Show inactive roles

Fundraising roles

All Marketing ‘ghts

Bill Connors CFRE

Consulting and Training on Raiser’s Edge®

© Show inactive roles
All FR Rights ‘
Tools roles
Ayelet © Show inactive roles
Jennifer “ Rob
Marie =+ AllRights
All Rights




Tips on Web View Roles

Each user in one database view group’ but Iikely Create Marketing role Access to 1 of 6 permissions
multiple web view roles
Email tasks Access to10f1 permissions
1. Be thoughtful with the Fundraising roles and use the
same approach as with database view groups Email permissions
2. Other roles, because they have so few permissions, il

might be fine to be more generic with multiple users Social tasks Accessto0of sperniions

Social Administrator

Social permissions

Create Edit Delete Send

Social Posts

Social Accounts

S Bill Connors CrrE
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Tips on Web View Roles

Edit Fundraising role: All FR Rights Access to 20 of 32 permissions

Role name * Description Copy role

' 1. Pay attention to the detailed
permissions, not just the summary

Access all analyze tabs

Attachment tasks Access to 0 of 9 permissions Show permissions t k
Manage all attachments Manage appeal attachments Manage campaign attachments a S S

Manage fund attachments

Show permissions

Access all lists Export lists

2. In the Fundraising role,
pay special attention to Attachments
and Export!

Opportunities tasks Access to 3 of 3 permissions Show permissions

Access all opportunities lists

Receipt management tasks Access to 0 of 1 permissions Show permissions

Manage receipts

Work tasks Access to 5 of 6 permissions Hide permissions

Access all tabs Access other's portfolios Export work

Work permissions

View
Portfolio v
Gifts v
Actions v
Unassigned v

Allow

Export

\S Bill Connors CFRE
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Tips on Web View Users

1. | recommend always starting in database
view to create a new user with correct rights

Securitv.arniins

2. Since the user already has an account in the
database view Security, Link to existing user!

Link to existing user

3. Go back and check your database view
Security for duplicate accounts and fix them

Security groups

A new user will be added

Choose security groups

A Choose security groups for this user.

Link to an existing user instead

S Bill Connors CrrE
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A Final Word: Solution Admin rights

1. There should only be one active user account with Admin and Supervisor-level
rights: the database manager

2.  There should be one backup account in case of the absence of the database
manager

3. This is true of both views

No one else should have all rights.

S Bill Connors CrrE
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The #1 responsibility of the database
manager Is Security.

Nothing is more important than
orotecting this data asset and
constituents’ private information...

from external and internal threats.



Checklists for Adding and Inactivating Users

An updated list from my book of common tasks when
users come and go can be found on the Resources page at:

billconnors.com
Also on this page:
- Raiser’s Edge terminology whitepaper
- Last week’s and today’s webinar slides
- Link to watch last week’s and today’s webinar

- Link to register for next week’s webinar

Consulting and Training on Raiser’s Edge”



Webinar 3 next week, Tuesday, March 30:
Deep Dive into Raiser’s Edge NXT and
Raiser’s Edge Security Options

Records — Constituents o e

xS Bill Connors CFRE - N
Consulting and Training on Raiser’s Edge”



Let’s Connect!

Bill Connors, CFRE, bCRE-Pro
bill@billconnors.com
415.861.5454

billconnors.com
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